
Fadian Headquarter Enterprise Class Adaptive
Security Firewall

A. HARDWARE AND FEATURE REQUIREMENTS:
A.1 This is enterprise class firewalls for Government of Guam

critical infrastructure and cyber defense. Proposed hardware
and software solutions SHALL meet all of the following requirements:
A.1.1  Hardware must be 1RU (Rack units) in sizes and dimensions.
A.1.2  Hardware must have the latest operating and management software

A.1.3
versions to date.
I/O Ports:
A.1.3.1  Shall have at least twenty (20) Ethernet interfaces

composed of at least Eight (8) x 1GBASE-T Ethernet
interfaces, AND Eight (8) x 1/10GBIT SFP interfaces,
AND Four (4) x 10GBIT SFP+ interfaces.

A.1.4  Shall have at least one (1) x USB3.0 Type A connection interface.
A.1.5  Shall have at least two (2) x 900GB or above internal storage.
A.1.6  Shall support United States AC power standard input at 100 to 240V.
A.1.7  Shall have dual removable power supplies configuration with at least

400W each on output.
A.1.8  Shall have two (2) hot-swappable fan modules.
A.1.9  Shall support stateful inspection firewall throughput with multiprotocol

up to 9.0 Gbps.
A.1.10 Shall support at least 1000 VPN client connections.
A.1.11 Shall support active/active and active/standby high availability

configuration.
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third-party products will NOT be accepted.

firewall configuration, model, design, software version, locations due to the
sensitive nature of cyber security. Such information will be released upon request
to awarded vendor/bidder subject to verification and satisfaction of all requirements
of vendor/bidder.

DTLS 1.2 encryptions.
A.1.14 Shall support adaptive security device manager for web-based and local

management.
A.1.15 Shall fully support EIGRP (Enhanced Interior Gateway Routing Protocol),

and OSPF (Open Shortest Path First) routing protocols.
A.1.16 Shall support operating data center temperature at 32F to 104F degree.
A.1.17 Shall be United States UL 62368-1 compliant.
A.1.18 Shall be brand new genuine manufacturer products, aftermarket or
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MANUFACTURER/BRAND NAME: CISCO SYSTEMS INC.
CAT. NO. / MODEL NO.: FPR3105-ASA-K9
PLACE OF ORIGIN: U.S.A.
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then the service provider warrants that it will notify the 
Government of the conviction within twenty-four (24) hours of 
the conviction, and will remove immediately such convicted 
person from providing services on government property.  If 
the service provider is found to be in violation of any of 
the provisions of this paragraph, then
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PAYMENT TERMS:
NET THIRTY (30) DAYS after receipt of ORIGINAL invoice
for goods received and/or services rendered.
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